Kali Lunix Penetration Testing
http://testhtml5.vulnweb.com/#/popular
The following pages show the output from the Kali Lunix penetration testing in relation to the test web-

application http://testhtml|5.vulnweb.com/#/popular which has been designed with deliberate
vulnerability flaws.

whois vulnweb.com

Registrars.

Domain Name: vulnweb.com

Registry Domain ID: D16000066-COM

Registrar WHOIS Server: whois.eurodns.com
Registrar URL: http://ww.eurodns.com

Updated Date: 2023-05-26T10:04:20Z

Creation Date: 2010-06-14T00:00:00Z

Registrar Registration Expiration Date: 2025-06-13T00:00:00Z
Registrar: Eurodns S.A.

Registrar IANA ID: 1052

Registrar Abuse Contact Email: legalservices@eurodns.com
Registrar Abuse Contact Phone: +352.27220150
Domain Status: clientTransferProhibited http://www.icann.org/eppficlientTransferProhibited
Registry Registrant ID:

Registrant Name: Acunetix Acunetix

Registrant Organization: Acunetix Ltd

Registrant Street: 3rd Floor,, J&C Building,, Road Town
Registrant City: Tortola

Registrant State/Province:

Registrant Postal Code: VG1110

Registrant Country: VG

Registrant Phone: +1.23456789

Registrant Fax:

Registrant Email: administrator@acunetix.com
Registry Admin ID:

Admin Name: Acunetix Acunetix

Admin Organization: Acunetix Ltd

Admin Street: 3rd Floor,, J&C Building,, Road Town
Admin City: Tortola

Admin State/Province:

Admin Postal Code: VG1110

Admin Country: VG

Admin Phone: +1.23456789

Admin Fax:

Admin Email: administrator@acunetix.com

Registry Tech ID:

Tech Name: Acunetix Acunetix

Tech Organization: Acunetix Ltd

Tech Street: 3rd Floor,, J&C Building,, Road Town
Tech City: Tortola

Tech State/Province:

Tech Postal Code: VG1110

Tech Country: VG

Tech Phone: +1.23456789

Tech Fax:

Tech Email: administrator@acunetix.com

Name Server: nsl.eurodns.com

Name Server: ns2.eurodns.com

Name Server: ns3.eurodns.com

Name Server: ns4.eurodns.com

DNSSEC: unsigned



http://testhtml5.vulnweb.com/#/popular

DNS Enumerate vulnweb.com

vuln

lhdhltldzwpt.vulnweb.com.

eurodns

 yulnweb.com on ns2.eurodns.com
REFUSED

r vulnweb.com on nsi Irodns.com
REFUSED




< yeb.com ns

QUERY, status: NOERROR,
: 1, ANSWER: 4, AUTHORIT

++ OPT PSEUDOSECTION:

; EDNS: version: @, flags:; udp: 5
s+ QUESTION SECTIONM:

;vu reb.com.

ANSWER SECTION:

 .eurodns.
1l.eurodns.

eurodns.
2. eurodns.

SERVER: 18.0 (18.2.2.3) (UDP)
WHEN: Fri Mar @7 18:37:58 2025
MSG SIZE rcvd:

Reverse DNS sweeping
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Trying Zone
AXFR record

Trying Zone
AXFR record

Trying Zone
AXFR record

Trying Zone

Transfer for

guery falled:

Transfer for

guery falled:

Transfer for

guery falled:

Transfer for

vulnweb.com
REFUSED

vulnweb.com
REFUSED

vulnweb.com
REFUSED

vulnweb.com

.eurodns.

.eurodns.

.eurodns.

.eurodns.

REFUSED

AXFR record guery failed:

44 228.249.0/24

@ results out of 256 IP addresses.

ap SC 44.,228.249.3
Starting Nmap 7.945VN { https://nmap.org ) at 2025-93-88 12:56 GMT
Nmap scan report for ec2-44-228-249-3.us-west-2.compute.amazonaws.com (44.228.249.3)
Host is up (@.813s latency).
Mot shown: 999 filtered tcp ports (no-response)
PORT STATE SERVICE
88/tcp open http

Nmap done: 1 IP address (1 host up) scanned in 12.84 seconds




UDP MAP

Starting Nmap 7.94SVN ( https://nmap.org ) at 2025-03-08 17:55 GMT
Initiating UDP Scan at 17:55

Scanning 22.228.249.3 [100 ports]

Completed UDP Scan at 17:55, 21.10s elapsed (100 total ports)
Nmap scan report for 22.228.249.3

Host is up, received user-set.

Scanned at 2025-03-08 17:55:27 GMT for 21s

PORT  STATE SERVICE REASON

7/ludp  open(filtered echo no-response
9/udp openlfiltered discard no-response
17/udp openffiltered qotd no-response
19/udp openffiltered chargen no-response
49/udp open|filtered tacacs no-response
53/udp openlfiltered domain no-response
67/udp openlfiltered dhcps no-response
68/udp openlfiltered dhcpc no-response
69/udp openlfiltered tftp no-response
80/udp openlfiltered http no-response

88/udp openlfiltered kerberos-sec no-response
111/udp openlfiltered rpcbind no-response

120/udp openlfiltered cfdptkt no-response

123/udp open(filtered ntp no-response
135/udp open(filtered msrpc no-response
136/udp open(filtered profile no-response

137/udp openlfiltered netbios-ns  no-response
138/udp open|filtered netbios-dgm  no-response
139/udp open|filtered netbios-ssn  no-response

158/udp open|filtered pcmail-srv  no-response



161/udp
162/udp
177/udp
427/udp
443/udp
445/udp
497/udp
500/udp
514/udp
515/udp
518/udp
520/udp
593/udp
623/udp
626/udp
631/udp
996/udp
997/udp
998/udp
999/udp
1022/udp
1023/udp
1025/udp
1026/udp
1027/udp
1028/udp
1029/udp
1030/udp
1433/udp
1434/udp
1645/udp
1646/udp
1701/udp

openlfiltered snmp no-response
openlfiltered snmptrap no-response
openlfiltered xdmcp no-response
openlfiltered svrloc no-response
openlfiltered https no-response

openl|filtered microsoft-ds no-response

openl|filtered retrospect  no-response

openlfiltered isakmp no-response
openlfiltered syslog no-response
openlfiltered printer no-response
openlfiltered ntalk no-response
openlfiltered route no-response

openlfiltered http-rpc-epmap no-response
openlfiltered asf-rmcp no-response

openlfiltered serialnumberd no-response

openlfiltered ipp no-response
openlfiltered vsinet no-response
openlfiltered maitrd no-response
open(filtered puparp no-response
openlfiltered applix no-response
openlfiltered exp2 no-response
openlfiltered unknown no-response

openlfiltered blackjack no-response

openl|filtered win-rpc no-response
openlfiltered unknown no-response
open|filtered ms-Isa no-response

openlfiltered solid-mux no-response

openfiltered iadl no-response
openlfiltered ms-sql-s no-response
openlfiltered ms-sql-m no-response
openlfiltered radius no-response
openlfiltered radacct no-response
openfiltered L2TP no-response



1718/udp openlfiltered h225gatedisc no-response

1719/udp openlfiltered h323gatestat no-response

1812/udp open(filtered radius no-response
1813/udp open(filtered radacct no-response
1900/udp open(filtered upnp no-response

2000/udp openffiltered cisco-sccp  no-response
2048/udp openl|filtered dis-monitor  no-response
2049/udp open|filtered nfs no-response
2222/udp openlfiltered msantipiracy no-response
2223/udp openffiltered rockwell-csp2 no-response
3283/udp openlfiltered netassistant no-response
3456/udp openlfiltered IISrpc-or-vat no-response
3703/udp openlfiltered adobeserver-3 no-response
4444/udp openl|filtered krb524 no-response
4500/udp openlfiltered nat-t-ike no-response
5000/udp openffiltered upnp no-response
5060/udp openffiltered sip no-response
5353/udp openlfiltered zeroconf no-response

5632/udp openlfiltered pcanywherestat no-response

9200/udp openlfiltered wap-wsp no-response
10000/udp open(filtered ndmp no-response
17185/udp open(filtered wdbrpc no-response

20031/udp openlfiltered bakbonenetvault no-response
30718/udp open|filtered unknown no-response
31337/udp openlfiltered BackOrifice  no-response
32768/udp openlfitered omad no-response
32769/udp openlfiltered filenet-rpc  no-response

32771/udp openlfiltered sometimes-rpc6 no-response

32815/udp openlfiltered unknown no-response
33281/udp openlfiltered unknown no-response
49152/udp openlfiltered unknown no-response
49153/udp openlfiltered unknown no-response

49154/udp openlfiltered unknown no-response



49156/udp openlfiltered unknown
49181/udp openlfiltered unknown
49182/udp openlfiltered unknown
49185/udp openlfiltered unknown
49186/udp openlfiltered unknown
49188/udp openlfiltered unknown
49190/udp openlfiltered unknown
49191/udp openlfiltered unknown
49192/udp openlfiltered unknown
49193/udp openlfiltered unknown
49194/udp openlfiltered unknown
49200/udp openlfiltered unknown
49201/udp openlfiltered unknown

65024/udp openlfiltered unknown

Read data files from: /usr/share/nmap
Nmap done: 1 IP address (1 host up) scanned in 21.14 seconds

Raw packets sent: 256 (15.724KB) | Rcvd: 0 (0OB)

TCP Scan

Starting Nmap 7.94SVN ( https://nmap.org ) at 2025-03-08 18:03 GMT

Nmap scan report for ec2-44-228-249-3.us-west-2.compute.amazonaws.com (44.228.249.3)

Host is up (0.015s latency).

no-response
no-response
no-response
no-response
no-response
no-response
no-response
no-response
no-response
no-response
no-response
no-response
no-response

no-response

Not shown: 999 filtered tcp ports (no-response)

PORT STATE SERVICE

80/tcp open http

Nmap done: 1 IP address (1 host up) scanned in 12.31 seconds

FTP anonymous logins



Starting Nmap 7
Nmap scanm repor
Host is up (

rDNS record for

Not shown: 999 filt

PORT STATE SER
80/tcp open http
| _http-titl

ervice detection pe 1 rt ect re Lt nmap.org,/submit/
Nmap done: 1 IP a ; C ed 1 ) seconds

Web Crawl with Metasploit
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